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Abstract: The following paper presents issues concerning a power supply for the alarm systems 

used in transport facilities. It describes the guidelines included in the polish standard PN-EN 

50131-1:2009 „Systemy alarmowe – Systemy sygnalizacji włamania i napadu – Wymagania 

systemowe” (Alarm systems – intrusion and hold-up systems – system requirements), a power 

supply in particular. Then the operational-reliability assessment of a system consisting of a main 

power supply (230V AC power grid), redundant UPS and diesel generator was made. The aim of 

that was to obtain formulas for particular state probability values in a symbolic form (Laplace’s). 

The further assessments taking other types of power supply into account will be presented in the 

forthcoming papers. 
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1. INTRODUCTION 

The State Security Center drafted the document 

entitled „Narodowy Program Ochrony Infrastruktury 

Krytycznej w Rzeczypospolitej Polskiej” (National 

Programme for Protection of Critical Infrastructure in 

Poland), that lists 11 particular subsystems of the 

critical infrastructure [14]. They are significant for 

normal operation of the state administration. The tasks 

carried out by them protect citizens against various 

threats (i.a. terrorist). The transport system is one of 

those subsystems. Therefore it is of prime importance 

to ensure safety of transport facilities, both stationary 

and mobile. The article puts pressure on operational-

reliability issues [4,9,12] of a power supply for the 

alarm system of a transport facility [10]. 

The threat signaling system (i.e. electronic 

protection), depending on particular threats, consist of 

the following subsystems: 

 intrusion and houl-up (SSWiN), 

 fire signaling (SSP), 

 access control (SKD), 

 monitoring (CCTV), 

 external area protection. 

While facing numerous and various threats, it is 

important for the alarm system to provide as broad as 

possible counteractions and at the same time sustain 

the reasonable operational-reliability indicators. 

One of the important aspects of this research is the 

assessment of a power supply for the alarm systems. 

Issues concerning reliability [1,3,21] in common 

power supply systems were outlined during the years 

in many references. However two of them are more 

significant than the others [2,20].  

The reference [2] presents in details issues 

concerning the reliability of power systems. It shows 

a relation between system reliability and financial cost 

of its improvement. The reference also includes 

reliability models of power systems taking damage 

and repair intensities into account. The author also 

provides probability distributions of reliability 

indicators. One of the important conclusions are 

definitely the suggestion of reliability diagram that 

includes usability/unreliability states and diagram for 

exclusion of a device from the system during 

operation. It is particularly important in a view of 

practical applications of the over-mentioned 

considerations. 

The reference [20] covers the reliability and 

quality of power supply systems. It provides a classifi-
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cation of different types of power grids as well as 

operational-reliability calculations. Selected values of 

the reliability indicators are also included. They can be 

used in considerations covering the reliability and 

operation of similar types of power supply systems. 

Utilization of different types of redundant power 

sources is described in details in references [22,23]. 

They cover the assessments of emergency power 

supply systems such as: UPS, diesel generators, eco-

friendly PV and wind turbines. Analysis conducted on 

those solutions allows to formulate a conclusion that 

they increase the operational-reliability indicators. 

Some references include the electromagnetic 

interferences and their influence on the surroundings 

[8,11,18]. Others presents powers supply systems in 

a legislative point of view [5,6]. However, there is an 

evident lack of detailed assessments of solutions to the 

power supply problem. Therefore this articles is meant 

to fill this gap. 

2. POWER SUPPLY FOR ALARM 

SYSTEMS 

One the most commonly used alarm system is the 

intrusion and hold-up system. Basic guidelines 

concerning the design and functionality of this system 

are included in the european standard EN 50131-

1:2006 „Alarm systems – Intrusion and hold-up 

systems – Part 1: System requirements” (equivalent of 

polish standard PN-EN 50131-1:2009 „Systemy 

alarmowe - Systemy sygnalizacji włamania i napadu - 

Wymagania systemowe”). This elaboration includes 

i.a. list of basic components of the SSWiN: 

 control panel, 

 one or more sensors, 

 one or more signalers and/or alarms transmission 

systems, 

 main power supply, 

 redundant power supply. 

The design, installation and operation of the 

intrusion and hold-up system for facilities of the 

critical infrastructure requires wide knowledge and 

experience from the designer, installer and end-user. 

Therefore it is important to design the system with 

accordance to the guidelines included in the standards, 

and to obtain the satisfactory operational-reliability 

indicators at the same time. 

Transport facilities considered as elements of 

critical infrastructure usually cover vast area and 

require the intrusion and hold-up system of a mixed 

structure. An example of such system is shown in Fig. 

1. The main component is the control panel connected 

to various modules via digital transmission buses. 

Modules perform various functions depending on size 

and purpose of the protected facility, e.g.: 

 increase number of inputs, 

 increase number of outputs, 

 grant supervision over controlled passages, 

 grant wire-less connections. 

 

Fig. 1. Intrusion and hold-up systems of mixed structure 

One of the most important issues during the design 

of the hard-wired intrusion and hold-up systems is the 

proper selection and design of the main and redundant 

power supply. The standard „Alarm systems – 

Intrusion and hold-up systems – Part 1: System 

requirements” [7] distinguish the following types of 

power supplies used in the intrusion and hold-up 

systems: 

 type A: main and redundant power supply which is 

controlled and charged by intrusion and hold-up 

system (e.g. main power supply – power grid 

230V AC; redundant power supply – battery 

charged by SSWiN), 

 type B: main and redundant power supply which is 

not charged by intrusion and hold-up system (e.g. 

main power supply – power grid 230V AC; 

redundant power supply – battery, not charged), 

 type C: main power supply of finite capacity (e.g. 

battery). 

A type A power supply is shown in Fig. 2. This 

solution for the intrusion and hold-up system is 

characterized by the main power supply which is used 

during the normal operation. In case of impendency of 

the main power supply, an automatic switch to the 

redundant power supply occurs (UPS). 

 

Fig. 2. Example of type A power supply for alarm system 

 

Basic power 

supply

Main power supply

Alarm systems

~230V

Reserve power 

supply (UPS)
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During a long-time operation of a power supply of 

the alarm systems used in transport facilities [13], 

various factors can cause transition from complete 

usability into impendency over safety. In order to 

increase a probability of complete usability state, 

various solutions are employed. One of them is the 

introduction of an additional power source. Therefore, 

if apart from the main power supply from power grid 

230V AC, there are redundant UPS and diesel 

generator, then a power supply system looks as shown 

in Fig. 3. 

 

Fig. 3. Example of power supply systems with three power 

sources 

While analyzing the power supply system shown 

in Fig. 3, one can conclude that its operational-

reliability relations look like the diagram in Fig. 4. 

The complete usability SPZ, is a state in which all 

three power sources are available (main and two 

redundant). The impendency over safety SZB1, is a state 

in which the main power source, 230V AC, is 

impendent. The impendency over safety SZB2, is a state 

in which the main power source and the redundant 

UPS are impendent. The unreliability of safety SB, is 

a state in which all three power sources are impendent.  

While operating in the complete usability SPZ, in 

case of a damage of the main power source, 230V AC, 

the transition into the impendency over safety SZB1 

occurs with the intensity ZB1. While operating in the 

impendency over safety SZB1, the transition into the 

complete usability SPZ is possible if measures aimed to 

restore the main power source, 230V AC, are 

employed. 

While operating in the impendency over safety 

SZB1, in case of a damage of the redundant UPS, the 

transition into the impendency over safety SZB2 occurs 

with the intensity ZB2. While operating in the 

impendency over safety SZB2, the transition into the 

impendency over safety SZB1 is possible if measures 

aimed to restore the redundant UPS are employed. 

While operating in impendency over safety SZB2, in 

case of damage of the diesel generator, transition into 

unreliability of safety SB occurs with intensity ZB3. 

While operating in unreliability of safety SB, transition 

into impendency over safety SZB2 is possible if 

measures aimed to restore the diesel generator are 

employed.  

While operating in the impendency over safety 

SZB2, the transition into the complete usability SPZ is 

possible in case of restoration of two power sources, 

i.e. main 230V AC and redundant UPS. 

The system shown in Fig. 4 can be described using 

the following Kołmogorow-Chapman equations: 
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and after the Laplace transformation, the following set 

of equations is obtained: 
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Fig. 4. Relations of power supply for intrusion and hold-up system 

State probabilities of the highlighted states in 

a symbolic form (Laplace) look as follow: 

sdcbaλλsd

λsdcλsda

λλλba

λsdcλλ
(s)Q

sdcbaλλsd

λsdcλsda

λλλba

λsdsdcbλb
(s)R

ZBZBB

PZZBPZZB

PZZBPZZBPZZB

ZBPZZBZB
ZB

ZBZBB

PZZBPZZB

PZZBPZZBPZZB

PZZBPZZB



















210

1122

331133

1331*

1

210

1122

331133

2233*

0

















 

sdcbaλλsd

λsdcλsda

λλλba

λλλ
(s)Q

sdcbaλλsd

λsdcλsda

λλλba

λλsd
(s)Q

ZBZBB

PZZBPZZB

PZZBPZZBPZZB

ZBZBZB
B

ZBZBB

PZZBPZZB

PZZBPZZBPZZB

ZBZB
ZB



















210

1122

331133

321*

210

1122

331133

21*

2












 

where: 

 

In further analysis, formulas for state probabilities 

of: complete usability SPZ, impendences over safety 

SZB1 and SZB2 as well as unreliability of safety SB are 

obtained. 

3. CONCLUSIONS 

The analysis presented in this paper concerned 

power supply of the alarm systems that provide an 

adequate protection to transport facilities. Using the 

guidelines included in the standard „PN-EN 50131-

1:2009: Alarm systems – Intrusion and hold-up 

systems – Part 1: System requirements”, schemes for 

power supply system consisting of three subsystems: 

power grid 230V AC, redundant UPS and diesel 

generator were presented. The operational-reliability 

assessment of this power supply of the alarm system, 

made it possible to derive the set of equations. Using 

those equations, it is now possible to calculate the 

state probabilities of: complete usability SPZ, 

impendences over safety SZB1 and SZB2 as well as 

unreliability of safety SB. In the forthcoming 

considerations, an analysis taking other power supplies 

of the alarm systems into account are planned. 

Nomenclature 

Symbols 

t – time, h 

SPZ – complete usability 

SZB1 – impendency over safety 1 

SZB2 – impendency over safety 2 

SB – unreliability of safety 

RO(t) – complete usability state probability value 

QZB1(t) – impendency over safety 1 state probability value  

QZB2(t) – impendency over safety 2 state probability value  

QB(t) – unreliability of safety state probability value 

Greek letters 

 – transition intensity, 1/h 

 – transition intensity, 1/h 

ZB1 – transition intensity from complete usability SPZ 

into unreliability of safety SZB1 

ZB2 – transition intensity from unreliability of safety 

SZB1 into impendency over safety SZB2 

ZB3 – transition intensity from impendency over safety 

SZB2 into unreliability of safety SB 

ZB1 – transition intensity from impendency over safety 

SZB1 into complete usability SPZ 

ZB2 – transition intensity from impendency over safety 

SZB2 into impendency over safety SZB1 

ZB3 – transition intensity from unreliability of safety SB 

into impendency over safety SZB2 

B0 – transition intensity from impendency over safety 

SZB2 into complete usability SPZ 

Subscripts 

O – complete usability 

ZB1 – impendency over safety 1 

ZB2 – impendency over safety 2 
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B – unreliability of safety 

Acronyms 

AC – alternating current 

CCTV – closed circuit television 

EN – European standard 

PN – Polish standard 

SKD  – access control system 

SSP – fire signaling system 

SSWiN – intrusion and hold-up system 

UPS – uninterruptible power supply 

References 

1. Będkowski L., Dąbrowski T. (2006). The basis of 

exploitation, Part II: The basis of exploational 

reliability. Military University of Technology, Warsaw. 

2. Billinton R., Allan R. N. (1996). Reliability evaluation of 

power systems. Plenum Press, New York. 
3. Duer S., Zajkowski K., Duer R., Paś J. (2012). Designing 

of an effective structure of system for the maintenance of 

a technical object with the using information from an 
artificial neural network. Neural Computing and 

Applications, Vol. 23, No. 3, pp. 913-925.  

4. Dyduch J., Paś J., Rosiński A. (2011). The basic of the 
exploitation of transport electronic systems. Publishing 

House of Radom University of Technology, Radom.  

5. Krzykowski M. (2014). Protection of vulnerable 
customers of electricity and gaseous fuels – legal 

conditions. Energy Policy Journal, Vol. 17, No. 3, 
pp. 257-268. 

6. Krzykowski M. (2014). Rozstrzyganie sporów pomiędzy 

deweloperem a przedsiębiorstwem energetycznym na tle 
umów przyłączeniowych. W: Działalność deweloperska 

w praktyce obrotu gospodarczego. Wybrane zagadnienia 

(Królikowska-Olczak M., Bieranowski A., Zięty J., Red.) 
Warszawa, str. 331-344. (in Polish) 

7. PN-EN 50131-1:2009 (2009): Systemy alarmowe - Systemy 

sygnalizacji włamania i napadu - Część 1: Wymagania 
systemowe. Polski Komitet Normalizacyjny. (in Polish) 

8. Paś J., Duer S. (2012). Determination of the impact 

indicators of electromagnetic interferences on computer 
information systems. Neural Computing and Applications, 

Vol. 23, No. 7, pp. 2143-2157.  

9. Paś J. (2015). Operation of electronic transportation 
systems. Publishing House University of Technology and 

Humanities, Radom. 

10. Paś J. (2015). Selected methods for increases reliability 

the of electronic systems security. Journal of KONBiN, 

Vol. 35, No. 1, pp. 147-156. 

11. Paś J. (2016). Shock a disposable time in electronic 
security systems. Journal of KONBiN, Vol. 35, No. 1, 

pp. 5-31. 

12. Rosiński A. (2015). Modelling the maintenance process 
of transport telematics systems. Publishing House 

Warsaw University of Technology, Warsaw. 

13. Rosiński A. (2015). Reliability-exploitation analysis of 
power supply in transport telematics system. In: Pro-

ceedings of the European Safety and Reliability Confe-

rence ESREL 2014, Wroclaw, Poland, 14-18 September, 
(Nowakowski T., Młyńczak M., Jodejko-Pietruczuk A., 

Werbińska-Wojciechowska S., Eds.), CRC Press, 

pp. 343-347. 
14. Rządowe Centrum Bezpieczeństwa (2013). Narodowy 

program ochrony infrastruktury krytycznej. Załącznik 1: 

Charakterystyka systemów infrastruktury krytycznej. 
Warszawa. (in Polish) 

15. Siergiejczyk M., Chmiel J., Rosiński A. (2012). 

Reliability analysis of highway emergency response 

systems. Journal of KONBiN, Vol. 24, No. 1., 

pp. 105-113. 

16. Siergiejczyk M., Krzykowska K., Rosiński A. (2015). 
Reliability assessment of integrated airport surface surve- 

illance system. In: Proceedings of the 10th International 

Conference on Dependability and Complex Systems 
DepCoS-RELCOMEX, Wroclaw, Poland, 29 June-3 July  

(Zamojski W., Mazurkiewicz J., Sugier J., Walkowiak 

T., Kacprzyk J.. Eds.) – Advances in intelligent systems 
and computing, Vol. 365, Springer, Berlin, pp. 435-443. 

17. Siergiejczyk M., Paś J., Rosiński A. (2014). Evaluation 

of safety of highway CCTV system's maintenance pro-
cess. In: Telematics – support for transport (Mikulski J., 

Ed.) – Communications in Computer and Information Scie- 

nce, Vol. 471. Springer, Berlin and Heidelberg, pp. 69-79. 
18. Siergiejczyk M., Paś J., Rosiński A. (2016). Issue of 

reliability–exploitation evaluation of electronic transport 

systems used in the railway environment with considera-
tion of electromagnetic interference. IET Intelligent 

Transport Systems, Vol. 10, No. 9, 587-593. 

19. Siergiejczyk M., Rosiński A., Krzykowska K. (2013). 
Reliability assessment of supporting satellite system 

EGNOS. In: New results in dependability and computer 

systems (Zamojski W., Mazurkiewicz J., Sugier J., 
Walkowiak T., Kacprzyk J., Eds.) – Advances in intelligent 

and soft computing, Vol. 224. Springer, Berlin, 

pp. 353-364. 
20. Sozański J. (1990). Reliability and operating quality of 

electric power system. Scientific-Technical Publishers, 

Warsaw 1990. 
21. Verma A. K., Ajit S., Karanki D. R. (2010). Reliability 

and safety engineering. Springer, London. 

22. Wiatr J., Miegon M. (2008). UPS power supplies and 
accumulator batteries in emergency power systems. 

MEDIUM Publishing House, Warsaw. 

23. Wiatr J. (2009). Generating sets in building emergency 
power systems. MEDIUM Publishing House, Warsaw. 

Biographical note 

Adam Rosiński received his Ph.D. in 

technical sciences in the discipline 

Transportation at the Faculty of 

Transport Warsaw University of 

Technology, Warsaw, Poland, in 

2007. He is currently an assistant 

professor in the Department of 

Telecommunications in Transport at 

the Faculty of Transport Warsaw 

University of Technology. His research interests include 

Intelligent Transportation Systems, electronics (analog and 

digital) and issues related to reliability, exploitation, 

diagnostics and design of electronic security systems 

(intrusion detection, video surveillance systems, access 

control systems, fire alarm systems, voice evacuation 

systems, monitoring systems, systems integration), with 

special regard to their use in transport. He has academic 

achievements (as author or co-author) six books and over 100 

articles, and many unique solutions in the field of security of 

a special nature. 



 


